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Abstract 

The idea of a smart campus is to combine devices, apps, and people to achieve 

enhanced operational and educational efficiency. One of the major aspects of the 

establishment of smart campuses is the building of a smart security system. This 

research is an effort to review the security technologies and how to increase the 

security performance of a smart campus using these technologies. The main 

objective of this study is to discuss asset security and facility access technologies 

in a smart campus setting. Universities spend millions of dollars on specialized 

equipment, yet maintaining track of such assets may be challenging. We discussed 

how security personnel can monitor the whereabouts of high-value items by 

installing IoT on them and how Smart locks, intelligent ID, and Geofencing can 

enable the facilities managers to manage campus access, tracking, and define 

zones. Finally, we review the optimal mix of other technologies and strategies to 

produce successful deterrent, preventive, protection, and reaction measures. This 

study argued that using these technologies smart campuses can alter the 

education system by improving campus security and by offering students and 

educators an engaged, creative, and safe environment. 
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 Introduction  
The Internet of Things (IoT) and other breakthrough technologies have allowed colleges 

and universities throughout the world to transition into digitally linked campuses that 

benefit students, staff, and the communities in which they are located. As a consequence, 

these contemporary campuses benefit from better student achievement and quality of 

life, as well as decreased operating costs, increased security and safety (Talei et al., 2015; 

Mattoni et al., 2016).  

As with smart cities, smart campuses are characterized as locations where gadgets and 

software enable the creation of unique experiences or services and improve operational 

efficiency (Zhuhadar et al., 2017). Smart campuses may expand at a quicker rate than 

smart cities, since new generation students demand internet connection in their study 

and social contexts. The notion of implementing digital campuses is also embraced by the 

academic authorities who are always looking for new methods to enhance the academic 

and social experience of students while simultaneously reducing security concerns and 

lowering increasing running expenses. Municipalities and campuses have many of the 

same purposes. They are both aiming to appeal to people and investments in their towns 

and looking to build services and apps that enhance the experiences of citizens and 

students and make them safer (Yin et al., 2015). Additionally, they are attempting to 

separate out from the pack by exhibiting creativity and leadership. 

A smart campus may aid in the improvement of three critical aspects: comfort, 

convenience, quality learning. It has the potential to transform how students’ study, 

learn, and engage with an institution. And what knowledge they gain. It has the potential 

to be the spark for the transition that will allow universities to approach for the future of 

education and employment while changing the campus experience. It may continue to 

service the conventional campus as required while also allowing it to embrace new 

techniques to serve in the manner that its stakeholders have grown to anticipate. 

Universities, like other businesses that are embracing smart environments, serve their 

particular constituents in a comparable way. A smart environment allows smart campuses 

to supplement and coordinate with the broader smart environment plan, enabling 

campuses to maximize efficiency, nurture sustainability, and enhance the everyday 

circumstances for their constituents. As stated by (Abuarqoub et al., 2017), a smart 
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campus seeks to enhance smart energy, water, and waste management. Environmental 

variables such as heat, humidity, pressure, and natural illumination have a direct influence 

on building energy use (Abuarqoub et al., 2017). For example, on campus, environmental 

sensors would regulate lights, turning them off on a regular basis if there was no activity 

in the space. Furthermore, smart grids will allow utilities or people to manage when 

devices are used, giving consumers more control over when and how much power they 

use. This is anticipated to balance the demand for peak electricity and distribute the load 

more uniformly across time.  

 Smart IoT technology may offer a diverse framework to promote all of aims of 

establishing a smart campus. By incorporating cutting-edge technology into the lifestyle 

of people, work and study on campus—and simply by having a digital platform that fosters 

innovation—educational institutions can improve their reputations for potential students 

and research programs. And, since all of those smart devices share a common technical 

backbone, educational institutions can benefit from new efficiencies fueled by big data 

and analytics and IoT integration as those technologies continue to develop (Muhamad 

et al., 2017) (Alhaddad, 2017, 2018b, 2018a). 

Traditional campus security systems utilize access control systems, intruder alarms, panic 

buttons, and video surveillance (Garcia, 2003; Costomiris, 2018). However, in the majority 

of situations, these systems operate in technological silos, disconnected from one 

another and from other campus systems (Dong et al., 2020). By combining diverse 

security technologies into a cohesive system (Dutta et al., 2007), universities may achieve 

far more than the sum of their isolated parts in terms of safety and security services. 

Together, lighting, security cameras, alarms, and smart ID cards can now make automatic 

real-time choices that ensure safety for everyone on campus. University campuses 

already function as micro-societies in their own right as places of labor, residence, and 

recreation, there is great scope for campuses to allow smart city type change on a smaller 

scale. 

 

Asset security 
A campus asset is anything that has worth for a campus. What the utility is, such as a 

desktop, sporting equipment, automobile, dorm furnishings (Landsmark, 2011) (Harris, 

Boerger and Rimkus, 2014), and what shape the value is, relies on the organization and 

its members. Universities are accountable for handling a huge number of assets, facilities, 

and infrastructure. These resources may be placed in numerous locations at one campus 

or distributed out to different sites out of campus. Regardless of where these resources 

are situated, they ought to be monitored and maintained.  

The university's physical assets comprise both fixed and flexible elements, ranging from 

underground utility distribution pipes to bench-top laboratory apparatus to flexible 

classroom furniture, chair and desks (Jiang, Xu and Zhang, 2012). 

The whole system of asset monitoring at many university campuses has altered. To 

assist their students’ achievement, higher education institutions are understanding that 
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the supply of exceptional physical and online assets that fulfill the learning demands of 

their students would aid to secure the future of the institution. The assets supplied to 

employees, educators and students now a days go much beyond merely a desktop or a 

printer.  

One of the fundamental tools for asset protection at smart campuses is the Bluetooth 

Low Energy (BLE) technology (Terán et al., 2017). It is a radio-frequency (RF) technology 

for wireless transmission that may be used to identify and monitor the location of people, 

devices, and assets for numerous indoor positioning use cases - such as asset tracking, 

indoor navigation, proximity solutions and more (Bisio, Sciarrone and Zappatore, 2016) 

(Han et al., 2015). Incredibly broad and approachable, Bluetooth is omnipresent across 

interior environments and accepted by many of today’s electronics. 

Beacon technology utilizes Bluetooth Low Energy (BLE) to broadcast periodic messages 

(Palumbo et al., 2015). I t is because BLE is a low-power Bluetooth standard that was 

created for IoT based Applications and devices such as beacons (Zhuang et al., 2016). 

There are numerous considerations when developing such a system in smart campuses, 

from the back-end to the front-end, as well as mobile and incorporated application 

development, however this simple technique of tracking where moving assets in smart 

campuses travel and how long they stay in certain locations consumes very little 

bandwidth and is becoming increasingly affordable. 

Chang (Chang, 2017) employed automated position recognition to develop a proactive 

guide system for museum visitors. There are three components of the system, namely, 

Beacons, a phone program, and a guidance control system. If Bluetooth is enabled, the 

notice is received by the visitor's smartphone, which assists the beacon in determining its 

position. Smartphones may be pushed with images, videos, text, music, and other 

multimedia to direct people to the next exhibit depending on their location. 

Beacon tracking has a great number of possibilities for indoor location in smart campuses 

due to the higher demand and use situations for indoor tracking systems, as well as the 

lower activation costs. With the fast-expanding quantity of IoT devices - many of which 

include Bluetooth as a standard feature - the number of applications for this type of 

system is expected to expand significantly. The Bluetooth v5 benchmark is promising and 

significantly increased range, communication speed, and energy efficiency, among other 

features. It has been anticipated that the advancement and widespread application of 

this technology will accelerate for both of the Bluetooth applications, as well as for many 

more. 

One of the primary needs for university infrastructure is that it should give a low-cost 

solution with the most possible functionality (Vafin, 2017, 2018). Bluetooth Low Energy is 

a wireless in-building technology that enables the development of a diverse variety of 

applications that make neighboring infrastructure more adaptable and intelligent. 
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Campus assets may collect measurements and transmit the information to a smartphone 

or laptop as shown in the figure 1. The cellphone or laptop can analyze the data, such as 

previous patterns, and notify the user if any metrics exceed the specified limitations. It 

may also communicate data to the campus's asset management staff through the 

Internet. 

 

Control of facility access 
Numerous university resident halls continue to use outmoded technologies such as 

conventional locks and keys. A single misplaced key has ramifications for security, time, 

and cost. Students, housing managers, and facility managers can get advantages from an 

access control system that incorporates smart locks.  

Additionally, lost keys come at a high cost - both in terms of time and money. Student are 

urged to help who report misplaced keys. Additionally, residence directors must act 

immediately to change their keys. This procedure often includes rekeying locks, issuing 

new keys to, and verifying the process. Facilities employees must be sent to complete the 

repair, and extra staff must guarantee that students are compensated for their loss. 

Thus, key loss is expensive in a variety of ways. There are direct expenses associated with 

key and lock renewal, but there are also indirect costs associated with having housing 

employees interrupt their usual job flow to respond to the replacement procedure. 

Facilities and residential units stand to save significantly by using a security system that 

does away with the need for conventional keys. 

Smart locks have the potential to resolve the issues that households face. Smart locks may 

be opened without the need of keys and support a range of different entry methods. 

Students may access their buildings and room using codes, key cards, or a combination of 

these. They may even utilize an app to seek access as required with the proper 

integration. 

Smart locks are connected to a smart phone which is used to regulate entry to the lock. 

As with other BLE devices, the controller (smart phone) may provide other users 
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permanent or temporary access to the lock. As a result, phone serves as the key for smart 

lock. When it comes to smart locks, the primary worry of end users is security. 

Manufacturers of smart locks are cognizant of this and guarantee that buyers of smart 

locks get the optimal mix of security and ease. Smart locks are built with great accuracy 

utilizing a common lock mechanism. It is composed of two major components: hardware 

and software. The hardware and software are expected to operate in unison to guarantee 

the smart lock's optimal operation in the campuses’ residents hall. 

Bluetooth locks provide a variety of locking functionalities. It can detect when a student 

is near a specific distance and automatically unlock the door as he or she approaches then 

can unlock the lock by pressing phone or key fob on it. Bluetooth consumes less energy, 

allowing batteries to last longer. 

Fingerprint entry may be quite easy, particularly for small campuses looking to guarantee 

that only authorized staff have access to locations containing sensitive data or costly 

products (Xavier, 2019). They are simple to program and often support many fingerprints. 

This strategy is most often used in workplaces. It enables doors to be unlocked with a key 

fob or a credit card. While the majority require pressing the fob/card against the RFID 

reader, some may be opened remotely. 

Certain locking systems may be connected to a hub, enabling Wi-Fi communication and 

enhancing functionality. With a Wi-Fi-connected lock, staff of smart campuses can 

effortlessly monitor who opens and closes the door, when they do so, and even wirelessly 

lock the entrance from anywhere in the world with a cellular or wireless connection. 

Unlocking the door with a keypad requires a pin number. They are simple to set up and 

allow for the creation of several pin codes for various users, as well as the ability to modify 

the pin code at any moment, making them ideal for campus administrators. When the 

study periods of a student ends, campus administrators can update the pin code to a new 

student staying on campus.   

When used with home security systems, smart locks may significantly improve your 

campus’ protection. Converting a campus into a smart campus, these smart locks allow 

users to connect the security system with other home systems, allowing them to even 

control or deactivate lighting remotely using their smart phones. For instance, when the 

front door of a classroom is secured using a smart phone, the lights are instantly turned 

down. By using smart locks in smart campuses, campus administrators will get a complete 

report on smart phone detailing the number of times it was book throughout the day and 

the individuals who accessed it. For instance, campus administrators may keep track of 

how often staff or students enters and exits an office or classroom. 

Geofencing allows for the assignment of virtual limits to a physical geographical region in 

the actual world (Cardone et al., 2014). These virtual perimeters may be shown on an 

interior map and can be used to trigger actions or alerts upon entrance, exit, or residence 

inside the designated region. 
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Geofencing solutions make use of a variety of device detection mechanisms, including Wi-

Fi, cellular, GPS, and RFID signals, to identify when a mobile phone or tracker tag 

approaches or departs a virtual border established around a given geographical area 

inside the covered facility (Rahimi, Nur Zincir-Heywood and Gadher, 2013; Oliveira et al., 

2015). Geofences may be created in any form or size and are used to identify restricted 

zones or rooms with more restrictive restrictions. Within governmental and other high-

security facilities, geofencing may generate alerts based on positional signals within these 

restricted zones, assisting staff in locating the event. 

Although geofencing is most often mentioned in a marketing environment, the 

applications for these virtual barriers are many. Smart campuses may utilize interior 

geofences (Chen et al., undefined 2018) to track traffic inside a certain region of a 

building, making them an extremely helpful tool for anything from boosting security 

systems to improving workspaces. 

Within institutions, geofencing and administration are critical due to the diversity of 

resources and unique configurations of the security and maintenance forces. While large 

institutions may be structured similarly to cities, with a police department committed 

only to responding to that community's needs, many companies, small campuses, and 

institutions will have smaller security teams. Which is why it is critical that geofencing 

technology aimed for these institutions be simple to implement and operate. 

It is also important that system users have the ability to construct various geofences to 

account for different campuses or off-site locations. Each geofence may then be 

associated with a unique phone number and system user, ensuring that every emergency 

call is routed directly to the person or team allocated to respond to that area. For 

universities with several departments, buildings, and safety personnel responsible for 

dispatching depending on specified characteristics, the procedure might get fairly 

detailed (Petcovici and Stroulia, 2016). 

Effective geofencing security methods need a few components. The solution will need on-

premises equipment that is air-gapped from production networks. Sensors, switches and 

routers, Cat5 or Cat6 cabling, and a server to handle the software will comprise this 

equipment (O’Driscoll, 2014). After installing the solution, administrators set the indoor 

device detector to monitor and analyze a building's transmitting environment, allowing 

display of the radio frequency (RF) surroundings in the framework of a floor plan (Grayson 

et al., 2016). 

 

Other technologies to improve security performance in smart 

campuses.  

Interactive signage and kiosks.  

Networked displays can transmit critical data during emergencies. A apps may route 

notifications to the appropriate displays depending on their location (Slack and Rowley, 

2002).This technology can become developed into a vehicle for increasing awareness and 

involvement in smart campuses (Anirudh et al., 2017). While touchscreen displays may 
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aid in general navigation, the addition of face recognition enables smart displays to tailor 

the interaction by greeting prospective students and directing them appropriately. 

Intelligent locators.  

Students may use smart pathfinding to plan the optimal way to their courses using their 

smartphone. If a student is concerned about going alone, especially at night, she may 

establish an alert that notifies trusted contact and campus police. If she does not appear 

at the specified time or does not turn off the alarm, those connections will be notified, 

fed her picture and personal information, and provided with her smartphone's exact 

geolocation for fast follow-up. 

Management of parking, transit, and street crossings. 

Drivers are directed to available parking places using parking sensors. Since drivers are 

less preoccupied when parking, the probability of collisions for pedestrians and cars both 

decreases. Collision warning technologies also assist shuttle drivers avoid accidents by 

supplementing their monitoring of blind zones (Chang, 2012). Additionally, crosswalks 

may use integrated LEDs that alter color and illuminate in response to the environment 

(Chandrika and Qureshi, 2018). If a walker is more focused on the device in his hand than 

on the automobile on the road and enters the crosswalk, red lights may flash to warn both 

parties of the hazard. 

Push notifications and alerts.  

While multi-modal notifications to the whole community are fairly frequent during an 

emergency, emerging applications may detect, target, and contact people who are 

directly in the line of damage or notify their presence during an emergency evacuation 

(Liu et al., 2017). Likewise, individuals with disabilities may utilize wearables to assist first 

responders in locating them during medical crises. 

Intelligent lighting.  

Smart nodes can control lighting settings and identify occupancy to distribute light 

exclusively to areas where individuals are located (Raza et al., 2017). When bulbs are 

ready to break, smart lights can notify maintenance to the need for immediate 

replacement. 

Surveillance video analysis on a huge scale.  

While conventional closed-circuit cameras need wired connections and closeness to 

electricity, the linked campus may install small, intelligent IP video cameras nearly 

everywhere, with the video picture streamed over Wi-Fi for remote viewing by public 

safety personnel. Video analytics may be used to identify persons who are not members 

of the campus's official community or to count the how many people are walked by 

sensors at predetermined time intervals. 

 

Conclusion  
With the rapid growth of cloud technology, big data, and the Internet of Things (IoT), 

modern information technology is increasingly being incorporated into the education 
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sector, resulting in a continuous improvement in the rate of university informatization.  

The security system structure of the smart campus campus network impacts the success 

or failure of establishment of smart campus and is one of the primary issues impeding 

smart campus growth. A smart campus enables supporting and engaging experiences 

via the deployment of modern network infrastructure and web gadgets. It connects 

individuals, devices, and applications and enables educational institutions to make 

informed choices about security and resource allocation. Smart campus administrators 

recognize the critical nature of implementing new technology and equipment in order to 

reduce operational expenses, and can thus provide customized solutions that result in 

energy savings and cost savings.  

Research on smart campuses is currently more critical than ever due to the changing 

landscape of education sectors across the globe. This article examines a few instances of 

intelligent campus security construction. Such projects may assist educational 

institutions in improving the security, keeping up with developing technology and 

current events, and improving the overall user experience. However, the funding must 

be accessible in order to install the system in the first place. Numerous universities are 

recognizing the critical role that specialized private finance can play in assisting them in 

achieving their ‘smart' aspirations and adapting to quickly changing student and faculty 

expectations. 
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